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It's all about Trust

Las empresas y los
usuarios van a adoptar
la tecnologia solo si
pueden confiar en ella

e Satya Nadellg = .




JOURNEY TO COMPLIANCE:

;COMO ENFRENTAR LA IMPLEMENTACION DEUNA
NORMATIVA?

PROCESOS + TECNOLOGIA PARA FACILITAR LA MIRADA AL
CUMPLIMIENTO

SEBASTIAN ZAMORANO A.
MODERN WORKPLACE CONSULTANT



Principales desafios que nos encontramos:

Normativa

Conjunto de normas aplicables a
una determinada materia o
actividad.

El equipo de trabajo
Seguimiento de las actividades
Conocimiento

Esfuerzo ya realizado

“Pesca de arrastre”

La seguridad en colaboracion es un Proyecto
de la Organizacién

Tiempo
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Lograr el cumplimiento organizacional es un reto

215+ 5% 4, 0%0

updates per day from of firms ranked “design and of firms spent more than
900 regulatory bodies? implementation of internal processes” 4 hours a week creating and
the biggest GDPR hurdle? amending reports!?

"Dificil mantenerse al dia “Falta de capacidadesy "El proceso de
para realizar un conexiones internas entre cumplimiento es muy
seguimiento y analizar los el equipo de cumplimiento manual, desarticulado
cambios regulatorios." y los equipos de TI" y requiere mucho
tiempo".
Sources: 1 Thomson Reuters — Cost of Compliance 2018 =. Microsoﬁ

2 http://resources.compuware.com/research-improved-gdpr-readiness-businesses-still-at-risk-of-non-compliance
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é¢Donde estd ubicada la tecnologia?
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WORLD
ECONOMIC
FORUM

Long-Term Risk
Outlook

Probabilidad e impacto

Multistakeholders
Likelihood

Extreme weather
Climate action failure
Natural disaster

Biodiversity loss

Human-made
environmental disasters

Data fraud or theft

Cyberattacks

Water crises

Impact

Climate action failure

Weapons of mass
destruction

Biodiversity loss
Extreme weather

Water crises

Information Infrastructure
breakdown

Natural disasters

Cyberattacks
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Compliance Manager

NIST

National Institute of
Standards and Technology
U.S. Department of C mmerce

800-171
NIST

National Institute of
Standards and Technalogy
U.S. Department of C mmerce

800-53
NIST

National Institute of
Standards and Technology
U.S. Department of C mmerce

REGULATIONS AND STANDARDS
Cloud Services

<L FFIEC
e
IrQp
LGPD&

M~ A
LM

.Y IV &
LV

Cloud Controls Matrix

Lei Geral de Protegao
de Dados Pessoais

I1ISO &
e/
HIPAA

FedRAMP

Federal Risk Authorization Management Program

Health Insurance Portability
& Accountability Act

ISO 27701

B8 Microsoft

*Coverage of regulations and standards in Compliance Manager varies by product.



Compliance Manager

Connecting data protection solutions with regulatory requirements

Y

Office Security &
Compliance Center

©

Windows Defender
Security Center

Azure Security
Center

Other documents
and guides

B8 Microsoft



Manage your compliance
from one place

¢Qué puedo llegar a hacer?

Ongoing risk assessment
An intelligent score reflects your

compliance posture against regulations and

standards

Actionable insights
Recommended actions to improve your
data protection capabilities

Simplified compliance

Streamlined workflow across teams and
richly detailed reports for auditing
preparation

Gain rich insights

Understand Microsoft's and your
responsibilities to meet compliance
obligations.

Assess Microsoft-managed controls
Get implementation details, test plan
details, and test results of Microsoft-
managed controls.

Get recommended actions

Receive clear guidance on actions you can
take to improve your data protection
capabilities.

Score your compliance
Get a risk-based score that reflects your data
protection and compliance posture.

Prioritize your tasks
Make better plan to implement and test internal
controls that decrease your compliance risks.

Customize the dashboard
Customize based on your organizational needs,
grouping assessments by years or regions.

Facilitate collaboration
Assign, track, and record compliance activities
for more efficient collaboration across teams.

Collect evidence
Upload evidence to a secured cloud storage to
prepare for internal pre-audit.

Simplify audit reporting
Reduce efforts in managing your audits by
generating reports with detailed information and

evidence.
H Microsoﬂ@



Examples of Shared Responsibilities and Related Controls

P\
EED
A\ /4

Access to production environment

Set up access controls that strictly restrict
standing access to customer’s data or

production environment.

L

o

Protect data

Encrypt data at rest and in
transit based on industrial
standards (BitLocker, TLS, etc.)

Microsoft’s
responsability

Access to production environment

Set up access control policy and SOP leverag-
ing Customer Lockbox / identity management

solutions.

Organization’s
responsability

Protect data

Encrypt data based on org’s
compliance obligations. E.g.
encrypt Pll in transit between
users, using its own encryption
key, etc.

Personnel control

Strict screening for employ-
ees, vendors, and contractors,
and conduct trainings
throught onboarding process.

Personnel control

Allocate and staff sufficient
resources to implemet and
operate an organizations-wide
privacy program including

awareness-raising and training.

Regulation A

Control ID 01
Control ID 02
Control ID 03
Control ID 04
Control ID 05

o
— \@

Regulation B

Microsoft has 1,900+ controls that
match with different regulatory requirements

Figure 2: Broad set of Microsoft controls for compliance requirements

Controls / Articles

Control ID: 6.5.2
Title: User access management

Article ID: Article (5)(1)(f)

Description: Article (5)(1)(f): Personal data shall be:

(f) processed in a manner that ensures appropriate

security of the personal data, including protection

against unauthorized or unlawful processing and

against accidental loss, destruction or damage,

using appropriate technical or organizational
measures (“integrity and confidentiality”).

Compliance Related Controls /

Score Articles

NIST 800-53: AC-2
1SO 27018:2014: C.9.2

R Microsoft



Proximos pasos

Los proyectos deben ser abordados por toda ] Puntos a considerar
la organizacion |

Procesos, Procedimientos, Roles,
Responsabilidades y Permisos

|dentificar stakeholders y roadblockers

Acceder al Portal para visualizar las
normativas y estandares que pueden
fortalecer su negocio

m Microsoft 18
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Recursos adicionales

2 mins to learn what is Compliance Manager: https://aka.ms/cm 2min

Compliance Manager toolkit: http://aka.ms/CMtoolkit

Compliance Manager product deep dive video: https://aka.ms/cm product deep dive

Compliance Manager supporting documents: https://aka.ms/cm support page

Service Trust Portal Privacy resources mechanics video: https://aka.ms/stp privacy mechanics

New announcements of Microsoft 365 Compliance at Ignite:
https://aka.ms/m365compliance ignite2018

Compliance Manager new announcement at Ignite: https://aka.ms/ignite2018CM

Compliance Manager interactive learning guide: https://aka.ms/CM InteractiveGuide

Risk & Compliance Q&A tool

Insider risk management in Microsoft 365: https://docs.microsoft.com/en-us/microsoft-

365/compliance/insider-risk-management?view=0365-worldwide

R Microsoft
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